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Privacy Policy

Al Trade Flow — Advanced Education and Trading
Effective Date: [DATE] - Last Updated: [DATE]

1. Overview

This Privacy Policy explains how Al Trade Flow LLC ("Al Trade Flow," "we," "us") collects, uses, protects,
and shares personal information when you visit our website, join as a member, connect an exchange
account, or participate in our education and community features (the "Services"). We designed the
Services so that we never hold your money — and we apply the same minimal-footprint philosophy to your
data.

2. Information We Collect

Account information. Name, email address, username, password (stored hashed), billing address, and
subscription history.

Identity verification (KYC). Where required under our AML/KYC Policy: government ID details, date of
birth, and verification results supplied by our identity-verification vendor. We store verification outcomes,
not raw ID images, wherever possible.

API credentials. If you link an exchange account, we store the API key and secret you provide, encrypted
at rest with AES-256, with encryption keys held in a separate managed key-management system. We
request trade-only permissions and instruct you never to enable withdrawal permissions. We never collect
your exchange password.

Trading data. Balances, positions, orders, and trade history returned by your exchange through the API
link, used to power your dashboard, trade monitor, and performance charts.

Usage and device data. IP address, browser type, pages viewed, session length, and cookie identifiers,
used for security, analytics, and product improvement.

Community content. Messages, posts, and questions you submit in chat, strategy rooms, or livestreams.

3. How We Use Information

We use personal information to: provide and secure the Services; execute the trade-management features
you configure; display your performance data to you; process payments; verify identity and screen against
sanctions lists where required; deliver livestreams and course content; respond to support requests; send
service and (with your consent) marketing emails; detect fraud and abuse; and comply with law. We do not
sell personal information, and we do not share your trading data publicly without your explicit
opt-in (for example, joining the trader leaderboard).

4. Legal Bases
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Where laws such as the GDPR apply, we process personal data to perform our contract with you, to
comply with legal obligations, with your consent (which you may withdraw), and for legitimate interests such
as securing and improving the Services.

5. Sharing

We share information only with: payment processors; identity-verification and sanctions-screening vendors;
cloud hosting and analytics providers under data-processing agreements; your linked exchange (limited to
the API calls needed to operate the Services); professional advisers; and authorities where legally
required. If Al Trade Flow is involved in a merger or acquisition, information may transfer subject to this
Policy.

6. Cookies

We use strictly necessary cookies for login sessions and optional analytics cookies to understand how the
site is used. You can manage optional cookies through the banner controls or your browser settings.

7. Security

We use TLS encryption in transit, AES-256 encryption at rest for sensitive fields, role-based access
controls, audit logging, and periodic third-party security reviews. API secrets are never displayed back to
you after entry and are never written to logs. No system is perfectly secure; report suspected issues to
security@[DOMAIN].

8. Retention

We keep account data while your membership is active and for up to seven (7) years afterward where
required for tax, AML, and audit purposes. API credentials are deleted immediately when you disconnect
an exchange or close your account. You may request earlier deletion of data we are not legally required to
keep.

9. Your Rights

Depending on your state or country, you may have rights to access, correct, delete, or export your personal
information, to opt out of marketing, and to not be discriminated against for exercising these rights
(including rights under the California Consumer Privacy Act). Submit requests to privacy@[DOMAIN]; we
will verify your identity and respond within the time required by law.

10. Children

The Services are not directed to anyone under 18, and we do not knowingly collect information from
minors. If you believe a minor has provided us information, contact privacy@[DOMAIN] and we will delete
it.

11. International Transfers
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We operate from the United States. If you access the Services from elsewhere, your information will be
transferred to and processed in the U.S. under appropriate safeguards.

12. Changes

We will post any updates in the member portal and revise the "Last Updated" date; material changes will be
announced by email or portal notice before they take effect.

13. Contact
Privacy questions: privacy@[DOMAIN] - Al Trade Flow LLC, [ADDRESS]

This document is a template prepared for Al Trade Flow and must be reviewed by qualified legal counsel before
publication or use.
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